
OFFICIAL

Defence Science and Technology Laboratory

Common Operating Picture – 2040
A Land Forces Perspective of the Future Operating Environment

OFFICIAL



Release Conditions

This document has been prepared for MOD and, unless indicated, may be 
used and circulated in accordance with the conditions of the Order under 
which it was supplied. 

It may not be used or copied for any non-Governmental or commercial 
purpose without the written agreement of Dstl.

Authorisation
Role Name Date
Project Manager Andrew Fulton 05 March 2021
Technical Reviewer Sarah Knight 05 March 2021
Author Jennifer Hart

Stuart Lyle
05 March 2021

© Crown Copyright 2021

Defence Science and Technology Laboratory UK 

Approval for wider use or release must be sought from: 

Intellectual Property Department, 
Defence Science and Technology Laboratory, 
Porton Down, 
Salisbury, 
Wiltshire, 
SP4 0JQ.

2

1

2

3

4

5



This document was produced as part of Dstl’s support to the British 
Army’s AGILE WARRIOR programme. AGILE WARRIOR is the Army’s 
intellectual examination of current and emerging threats and 
opportunities for land capability. It generates an evidence base to 
inform the continual transformation of land forces and force structures 
across all lines of development. It aims to be both reflective and 
progressive, challenging current assumptions where required. The 
programme encompasses the totality of the Army’s Force Development 
efforts: thinking, research, experimentation, publications and 
engagement with industry, academia, think tanks, partners and Allies.

Dstl has been a close partner with the AGILE WARRIOR programme 
since its inception, supporting them to deliver evidence-based 
recommendations derived from thorough analysis and experimentation.
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1.1 Executive Summary

This paper aims to establish a common 
understanding of the Future Operating 
Environment (FOE) by providing a brief 
of the key trends and threats that are 
predicted to have the most impact on 
the Future Force of 2040. By drawing-out 
the overarching Land Force Implications 
(in red text), this piece aims to assist 
decision makers’ understanding of the 
FOE, and highlight areas for future study. 
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This paper is written primarily from a Land perspective, 
however it includes multi-domain considerations where 
appropriate. By collating the most significant findings on 
potential trends and threats in the FOE from key Ministry of 
Defence (MOD) and military writings, three overarching themes 
have been identified and used to formulate the three main 
sections of this paper; Future Operating Environment, Emerging 
Technologies, and Future Ways of Operating:

a) Future Operating Environment  This section summarises 
the key Land-specific trends for the environments that are 
most likely to change or impact Land Forces in 2040+.

• Urban  As the world becomes increasingly urbanised, the 
likelihood of fighting in urban environments increases. 
Urban phenomena shall have a profound effect on 
future military operations, particularly regarding 
Human Movement, Diversity and Identity, Littoral Urban 
Zones, Concealment, Urban Sprawl, Verticality, and 
Globalisation. 

Key Land Force Implication (FOE: Urban): The urban 
environment must become a driver for capability 
development and assessment. Urban represents not only 
the most complex environment (physical, human and 
technological) that the Future Force will operate in but it is 
also likely to be the most common.

• Space  Critically important for society’s infrastructure 
and in supporting military activities and operations, as 

space becomes increasingly contested and congested, it 
becomes an environment of increasing concern. 

Key Land Force Implication (FOE: Space): The Future 
Force will operate in a contested space environment and be 
responsible for protecting space assets for use by society and 
themselves.

• Arctic  Due to climate change, arctic areas are opening 
to military and commercial activity, potentially 
intensifying competition and tensions within these 
environments. 

Key Land Force Implication (FOE: Arctic): Arctic operations 
put unique challenges on platforms and personnel. It 
emphasises a requirement for rapidly deployable and highly 
trained light forces.

• Electromagnetic Spectrum (EMS)  Increased 
technological availability makes virtual spaces more 
contested and more difficult to govern, specifically 
within the cyber and electromagnetic domain. This 
section examines Information Advantage, Electronic 
Devices, Regulation and Governance, Weaponising 
Information, and Social Media; Cyber Threat, and impacts 
on Global Economic and Societal Interconnectivity. 

Key Land Force Implication (FOE: EMS): The pervasion 
of electronic devices, internet connectivity and smart 
technology will make this one of the most contested domains 
between actors in the FOE. The Future Force is unlikely to 
achieve dominance, but must seek advantage where it can.
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• Cyber  Cyber effects will be critical across the spectrum 
of conflict and adversaries, with these non-kinetic 
effects being capable of contesting at the sub-threshold, 
as well as delivering effects from strategic distances 
in the UK or adversaries’ home bases. Technological 
interconnectivity and proliferation will allow such effects 
to be fielded by state and non-state actors.

Key Land Force Implication (FOE: Cyber): Cyber capabilities 
(both offensive and defensive) will be integral to all 
operations and may be the critical capability that the Future 
Force can leverage as part of a whole force approach or with 
partners and Allies. Cyber effects, however, will proliferate to 
all adversary types.

b) Emerging Technologies  This section summarises the key, 
emerging technologies that will influence the Land Forces 
of 2040+:

• The most significant technologies expected to impact 
the Future Force are: 

 ◦ Autonomy; 
 ◦ Artificial Intelligence and Machine Learning; 
 ◦ Big Data Analytics and Cloud Computing; 
 ◦ Sensors; 
 ◦ Hypersonic Technologies;
 ◦ Materials;
 ◦ Biotechnology and Human Enhancement; 
 ◦ Novel Weaponry.
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Key Land Force Implication (Emerging Technologies): All of 
these technologies have the potential to radically change the 
way the Future Force operates and is structured. Some have 
implications for the future workforce as well as our ability to 
interoperate with partners and Allies (e.g. Autonomy). Despite 
their advantages, many have inherent vulnerabilities that must 
be understood to ensure the resilience of the Future Force.

• Along with discussing the impact of each of these 
technologies on the Future Force, this section considers: 
the Ethical, Political and Legal Considerations; the 
Building and Procurement of New Technologies; and how 
Training, Integration and Interoperability is predicted to 
be impacted.

c) Future Ways of Operating  This section reviews ways 
in which these changing environments and emerging 
technologies will likely impact the way that the Future 
Force, our Allies and our adversaries will conduct 
operations. Specifically, this section of the report addresses:

• The Variety of Future Adversaries;

• Geography, Identity and the Adversary;

• Sub-threshold activities;

• Alliance Partnerships;

• Commercial Technological Development.

Key Land Force Implication (Future Ways of Operating): Just 
as the environment will become increasingly complex, so too will 
our adversaries. Technological proliferation will mean that even 

inferior, irregular adversaries will likely be able to challenge the 
Future Force in certain capability areas. Global connectivity will 
elevate tactical actions for exploitation by strategic competitors, 
increasing pressure on decision-making and operations, 
especially sub-threshold. Allies and partners will be crucial to 
ensure collective responses to sub-threshold challenges, but also 
to fill gaps in capabilities or mass.
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1.2 Introduction

The Future Operating Environment (FOE) is a topic of highest 
interest for the military, but one that is difficult to understand 
and predict. ‘The only certainty about the future is its 
inherent uncertainty’ [1]. However, understanding the FOE 
is key to effective Future Force and Concept Development 
and, ultimately, success on future operations. The timeframe 
of the FOE examined here focuses on the Future Force of 
2040 and beyond (referred to as 2040+). Although there may 
be many characteristics in the 2040+ FOE that are present 
today, it is in predicting the trends and analysing the changes 
that enable decision makers to envisage what the FOE might 
look like. Some features of the contemporary operating 
environment shall prevail to the FOE, yet novel applications 
and future developments put increasing importance on certain 
characteristics [2].

The aim of this paper is to summarise, present and analyse the 
endorsed defence views of the FOE, predominantly from a Land 
perspective (yet also including multi-domain considerations 
where appropriate) and act as a foundational ‘Common 
Operating Picture’ on the FOE in order to aid decision-making. 

Foresight is not about predicting the future, it’s about minimizing surprise
Karl Schroeder, author and futurist
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It is further expected that this paper will aid decision-making 
within the Agile Warrior programme. To fit its audience and 
purpose, the literature used as a basis for this paper is primarily 
from military organisations, such as DCDC, NATO, Dstl, MOD, 
TRADOC, and the British Army. As these are the endorsed 
defence views of the future and are based on the most recent 
research, no additional external sources have been included.

Based upon this existing research and analysis of the future 
trajectories of technological, political, economic and social 
developments, this paper collates the key findings on the 
following topics:

• the Future Operating Environment;

• Emerging Technologies; and;

• Future Ways of Operating.

This paper is structured around these key themes, which each 
represent a lens through which readers can better understand, 
envisage and contextualise the challenges and threats the 
Future Force may face within the FOE. Throughout the paper, 
‘Land Force Implications’ have been added to specifically draw-
out and address the potential implications of each topic on the 
future Land Force. In order to assist the reader, these sections 
have been written in red text and offset to the left or right 
of the document. It is important to note that these insights 
do not offer solutions, but provide potential areas of future 
research and focus for decision makers. 

Much of the FOE will be characterised differently, where 

fighting is predicted to expand beyond the traditional 
environments of Land, Sea and Air, to include environments 
in both the physical (Arctic, Space), cognitive and virtual 
dimensions (Cyberspace, Information Sphere, Electromagnetic 
Spectrum). These environments will become increasingly 
interconnected and interdependent, especially with the 
emergence of new technologies. Understanding these 
environments shall become more challenging, but also more 
important. 

Many emerging technologies expected to proliferate military 
arsenals in the FOE come with both opportunities and 
challenges. Obtaining and maintaining technological and 
informational advantage is becoming increasingly difficult, 
yet necessary for future capability development to ensure an 
operation’s success. 

The changing environment and technologies will have a 
significant impact on future ways of fighting, effecting all 
actors in the future battlespace. The scope of potential 
adversaries and their approaches are predicted to increase in 
range, size and strength as the world changes. 

Anticipating the future environment better than competitors 
has previously been beneficial in maintaining a competitive 
advantage [3]. Understanding the future and planning 
appropriately is the first step in achieving success on the future 
battlefield.
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Environment: The surroundings in which an organization operates, including air, water, land, 
natural resources, flora, fauna, humans, and their interrelations
UK Land Power Doctrine

2  Future Operating Environments

Section 2.1 will examine key differences between now and the Future 
Operating Environment in the 2040+ timeframe, taking into account 
changes in physical, information and human aspects. The most 
prominent and challenging aspects present in the literature on the FOE 
were:

2.1.1 Urban
2.1.2 Space 
2.1.3 Arctic 
2.1.4 Electromagnetic Spectrum (EMS) 3

2.1.5 The Information and Cyber Environment 4

2.1.6 Cyber Threat

3 The Electromagnetic Spectrum (EMS) refers to the full spectrum of signalling 
(radio/satellite/radar emissions), which in a defence context is concerned with 
detecting/spoofing/attacking signals. 
4 The Cyber Environment refers to operating and projecting power in and from 
cyberspace to attack hardware systems or influence a given audience. This may be 
independent of the EMS, as cyber activities can be limited to hard infrastructure and may 
not require projecting or intercepting signals alone.
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Section 2.2 addresses the impacts of increasing global economic and 
societal interconnectivity which encompasses all of the aspects featured 
in the subsections of 2.1. The interconnectivity of humans and the 
environment cannot be separated, and shall therefore be examined 
collectively. The FOE is often conceptualised by a number of increasing 
metrics, with the world expected to become ever more inter-reliant, 
complex, globalised, uncertain, technological, and urban, as well as 
‘congested, cluttered, contested, connected and constrained’ (see Annex 
A) to name a just few of these metrics [2]. These continuously increasing 
metrics are prevalent throughout this paper and present the growth 
in both challenges and opportunities forces may face in the future. 
Although important to acknowledge for their potential impact on the 
FOE, these metrics will not be explicitly explored in this paper due to 
the broad scope included in this short report, but are mentioned to help 
contextualise the key points highlighted throughout.

2.1 Future Battlespace Environments

The anticipated changes of the future world will see the continued 
expansion of the battlespace to include domains beyond the 
traditionally considered Land, Sea, and Air. The development, 
influence and proliferation of technology, dependence on resource 
security, and climate change, drives increased activity of both military 
and commercial organisations in new arenas [5]. Beyond rising the 
prominence of urban, arctic and space environments, we are likely to 
face less tangible arenas, such as the cyber and information spaces, 
more often in the future [3]. This rise will only continue with increasing 
pressures on the global commons as the world becomes more 
congested [6].

12

1

2

3

4

5



Note, this is not to say that the Future Force will not operate in jungle 
and desert environments. However, while these environments may 
expand or contract, their characteristics as operating environments will 
remain largely unchanged between now and 2040.

2.1.1  Urban

Global trends in urbanisation are expansive and rapidly evolving. This 
section cannot examine all of these aspects, and so will summarise 
the most significant implications from a Land perspective5. Changes 
in the physical, cognitive and virtual dimensions have knock-on 
effects on the social environment. The world is becoming increasingly 
urbanised, consequently implying that urban military operations will 
be more likely [10]. Additionally, each urban environment is unique, 
requiring acute understandings of their human, physical, and virtual 
characteristics to ensure an operation’s success [10]. We will be forced 
to undertake urban operations to counter many future adversaries.

5 For an extensive examination of emerging trends in urbanisation and the 
implications for Defence, see DSTL’s Future Cities: Trends and Implications report 
(2020).
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2.1.1.1  Human Movement, Diversity and Identity

• Cities are demographically diverse areas, making 
understanding the human terrain increasingly complex 
yet ever more important [10]. Migration to urban areas is 
predicted to increase over time, especially in developing 
states [10]. Consequently, greater diversity could increase the 
complexity and number of actors in a conflict [10]. 

• Migration may also increase the number of diaspora 
communities within the UK, potentially influencing UK 
political decision making. Each community may have different 
thresholds when considering what constitutes effective 
governance, civil service delivery, and legal transgressions 
[10]. Ineffective migrant integration could lead to increased 
tension, fragmenting societies and the increased likelihood of 
conflict [1].

• Identities are fluid and may no longer be geographically 
bound [2], meaning allegiances may shift [10]. Loyalties to 
non-state actors (e.g. local leaders, criminal actors, etc.) 
may become increasingly prevalent, further challenging the 
authority of the state [10]. Cultural and societal understanding 
of the developing narratives of areas of operations will 
therefore become increasingly difficult but also necessary [10].

2.1.1.1 Land Force Implications (Human Movement, 
Diversity and Identity): The complexity of urban 
environments necessitates greater investment of time 
and resources to understand and influence the human 
terrain, ahead of deployment. This is fundamental in 
shaping the battlespace and as a prerequisite for decisive 
action. Building databases of potential cities of interest 
would provide a prior understanding of how specific 
urban areas develop, identifying political allegiances, 
religious and cultural contexts [10]. The ability to exploit 
local knowledge and support will be critical both prior to 
deployment, and during the ‘battle for the narrative’.

In preventing wars, armies are 
the only domain able to persist 
amongst populations: where 
opinions are formed, data is 
created and shared, the virtual 
meets the physical, and decisions 
are made
British Army Land Operating Concept (BALOC)
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2.1.1.2  Littoral Urban Zones

• A large majority of urban areas are littoral, benefitting from 
maritime routes which develop economies and travel networks 
[10]. However, the impacts of climate change mean that littoral 
areas are at risk of rising sea levels and extreme weather 
events [10]. In developing nations, littoral urban areas may 
not have the means to protect infrastructure from destructive 
events [2].

2.1.1.2 Land Force Implications (Littoral Urban Zones): 
Littoral areas place increased demands on naval assets, to 
support Land operations. Greater investment is necessary 
in a range of amphibious and water-crossing capabilities to 
exploit the manoeuvre potential the littoral environment 
offers [10]. Littoral areas, unable to cope with the effects 
of destructive events, require the UK military to have 
increased involvement in humanitarian assistance and 
disaster relief operations, both at home and overseas [10].

2.1.1.3  Concealment

• The density and complexity of the physical, cognitive 
and virtual dimensions within urban areas are attractive 
to combatants. Density concentrates the population, 
making people more accessible to actors on all sides [10] 
and combatants can exploit extensive overhead cover and 
underground spaces [10]. Combatants can effectively hide 
in plain sight, concealed by physical and virtual clutter, with 
the ability to constantly relocate [7]. Faced with advanced 
ISTAR and precision technologies, inferior adversaries may 
use the aforementioned difficulties of operating in urban 
environments in an attempt to gain an edge in a battle.

2.1.1.3 Land Force Implications (Concealment): 
Land Forces must develop the means to exploit smart 
technology, the ’Internet of Things’ (IoT) and pervasive 
surveillance systems to assist with understanding the 
complex human and physical “terrain”, distinguishing 
adversaries from the population at the same time as 
engaging with the population. 
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2.1.1.4  Urban Sprawl

• Due to increased urban migration, cities are growing and the 
rural spaces between urban areas is shrinking. Not only are 
cities themselves expanding but multiple smaller settlements 
are expanding and merging with the growing cities to form 
large conurbations. This is creating belts of continuous urban 
terrain across large geographical areas.

• Some of this expansion will be in the form of unofficial 
building, such as slums. This puts severe pressure on city 
infrastructure and governance, which in many regions, is 
already struggling to expand to meet this increased demand. 
This will likely lead to increased alternative governance 
structures (e.g. criminal gangs and privately managed areas, 
including privatised local security) and localised infrastructure 
that is difficult to map and understand.

2.1.1.4 Land Force Implications (Urban Sprawl): With 
urban expansion, the Future Force may find it increasingly 
difficult to by-pass urban terrain, and instead will be 
required to manoeuvre through cities. The size of these 
extensive urban areas could make isolating a specific town 
or city region impossible without significant numbers of 
troops.

Understanding unofficial settlements will be a 
significant challenge. Mapping the area (terrain, human, 
infrastructure) will be a critical, yet difficult task. 
Understanding the alternative governance structures, 
identifying ways to work through them and understanding 
second/third order effects of military activities will be 
challenging, but decisive.
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2.1.1.5  Verticality

• As ground space (real estate) becomes increasingly sought-
after in densely populated areas, cities are increasingly 
building upwards, even in less developed regions [10]. 
Verticalisation offers mitigation against the effects of some 
natural disasters (such as flooding), but creates divisions of 
wealth and status, where poorer people live in cheaper, but 
more vulnerable/susceptible elevations [10]. This vertical 
manifestation of social hierarchy could exacerbate tensions 
and lead to conflict [10].

• Due to competition for space, modern cities are also seeing 
an increasing trend towards building vertically downward, 
creating large subterranean spaces. Some cities have already 
constructed large multi-level underground facilities for public 
use, connected to other parts of the city by underground 
transportation routes (not just underground metro systems).

2.1.1.5 Land Force Implications (Verticality): Verticality 
inhibits the ability to ‘envelop an adversary’; Land 
Forces have difficulty accessing higher levels in order 
to fight down to an adversary. Limited points of entry 
and upward movement also make attacking up vertical 
buildings difficult. The same constraints impact fighting in 
subterranean spaces.

Verticality also concentrates large populations within a 
small geographical space. This makes it easier for both the 
Future Force and adversaries to access the population and 
increases the probability of collateral damage [10]. 

The trend in verticality will reduce the utility of some 
existing military capabilities. This will be exacerbated as 
the trend in vertical building (including subterranean) 
continues to increase. However, developing capabilities, 
like urban-canyon ISTAR, increased precision and high-
angle fires, may address some of these challenges [10].
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2.1.1.6  Globalisation

• Cities are nodes of global interconnectivity across the 
spectrum of human activity. This can increase critical 
vulnerabilities due to the interdependence on crucial global 
resources, making them inherently fragile [1]. Globalisation 
now means that local, tactical-level events can have global, 
strategic consequences that filter through social and 
economic networks to impact vastly geographically distant 
regions [10]. Further, cities can become ‘states within states’, 
and may develop different forms of governance to other, less 
urbanised areas [10].

• Resource Scarcity: increased growth places exponential 
pressure on vital minerals and resources. This increasing 
demand, juxtaposed with the growing scarcity of resources, 
may increase the likelihood of conflict, with powers limiting 
supplies for geopolitical gain [1].

2.1.1.6 Land Force Implications (Globalisation): Securing 
the growing number of critical infrastructure nodes 
will be crucial to city life. However, some critical nodes 
may not be in the city (or even the country) of interest. 
Understanding these vulnerable points will be crucial 
[10]. The Future Force must understand the international 
impact of second and third order effects of actions taken 
in a city [10]. This underpins the need to operate within the 
law of armed conflict, as well as with cultural sensitivity.

... cities are, and will increasingly become, 
dependent on the wellbeing of each other and 
be impacted by geographically distant events
Dstl’s Future Cities
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2.1.2  Space

Space is becoming more commercial, congested, contested, and 
militarised, with more actors now able to maintain a space presence 
[1][3]. Congestion from the increasing number of space assets and 
debris increases the risk of space capabilities becoming unreliable 
and ineffective [1]. Much of global society’s critical civil and military 
infrastructure is reliant on space-based assets, exposing vulnerability 
in the event of disruption; be it malicious or accidental [7]. Therefore, 
the ability to act within space (including a contested space 
environment) is essential for deterrence and defence [8].

2.1.2 Land Force Implications (Space): The building 
importance of space technology (and associated access) 
makes space integral to every aspect of society. This means 
understanding and mitigating against vulnerabilities is 
critical to the UK, beyond just purely military operations.

Space technology is crucial for many military activities/
capabilities, including communications, navigation, 
reconnaissance, logistical tracking and directing Fires. 
For this reason, peer adversaries will certainly challenge 
our access to it in order to reduce the Future Force’s 
effectiveness. Mitigating these challenges (or imposing 
these on adversaries), and assuring space access will be a 
critical requirement for the Future Force. This will require 
coordination across the Joint Force.
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2.1.3  Arctic 

Rapid sea ice variations may impact routes of access to theatre, with 
sea ice expected to decline by 50% by 2040 [9]. Consequentially, 
this opens arctic areas to both military and commercial activity, 
often driven by the allure of resources, new shipping routes, tourism 
and changing climatic conditions. This means competition in arctic 
environments is likely to intensify [1]. To this end, the requirement to 
operate in extreme conditions is rising. Extreme latitudes may also 
restrict a force’s ability to access support from critical space assets, 
which are positioned to support the bulk of human activity in more 
populated regions of lower latitudes [10][1]. Therefore, if the UK is to 
shape and operate effectively in arctic regions, it is necessary for the 
Future Force to train and equip relevant to this environment [1].

2.1.3 Land Force Implications (Arctic): GPS and satellite 
communications signals are weaker at extreme latitudes 
due to the lack of satellite availability in these areas. This 
makes space-dependent Command and Control (C2) and 
navigation less reliable and more vulnerable to disruption. 

The extreme temperatures, weather and dramatic 
phases of daylight/darkness place unique challenges on 
equipment and personnel. This requires equipment to 
be specifically designed to operate in this environment 
and personnel require very specific training. The extreme 
distances and challenges of seasonal sea ice variation puts 
a premium on maritime and air deployments.

Similarly, due to the difficulties in operating in this 
environment, it is unlikely that major combat operations 
with heavy forces will be conducted. The likely use of UK 
Land Forces will be shows of force/presence, reinforcement 
of Allies or combat involving Light Forces that are rapidly 
deployed. This, again, stresses the importance of maritime 
and air deployable Land Forces.

As competition in the Arctic 
increases the security paradigm 
could change and the region may 
become increasingly militarised
DCDC, Global Strategic Trends
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2.1.4  Electromagnetic Spectrum (EMS)

The electromagnetic spectrum is becoming increasingly congested 
and contested [3], with the rising prominence of the EMS making 
it an ‘integral part of the joint operating environment’ [2]. This 
displays how ‘control of the EM spectrum is a necessary prerequisite 
to information dominance’ [3]. However, the more states rely on 
electromagnetic capabilities, the easier they are to disrupt, divert and 
destroy [7].

2.1.4 Land Force Implications (EMS): It will be vital 
for forces to be able to operate in a compromised EMS 
environment (including GPS-denial), whilst simultaneously 
reducing EM signatures to improve survivability and ensure 
C2 efficiency and resilience [3].

2.1.5  The Information and Cyber Environment

The expansion in availability of information means cyberspace and 
the information environment is rapidly growing in importance [3], 
as it has changed the nature, methods and techniques of states and 
warfare [11]. The pervasive importance and utility of information 
means it is becoming a ‘warfighting domain and a commodity’ [3].

2.1.5.1  Information Advantage

• Information is no longer merely an enabler, but now acts as 
an established medium of national power, acting as ‘a critical 
enabler to understanding, decision-making and tempo, and 
a ‘weapon’ to be used from strategic to tactical level for 
advantage’ [12].

2.1.5.1 Land Force Implications (Information 
Advantage): While Land forces will be unable to obtain 
information dominance, they will need to challenge 
adversaries within the information environment and 
identify areas where they can achieve information 
advantage. Obtaining ‘information advantage must 
become part of our doctrinal lexicon and joint action 
practice, a bedrock upon which a range of physical, 
virtual and cognitive effects will be built, including the 
use of information as an effecter in its own right’, as an 
operation’s success in the FOE depends on it [12]. 

Agility and speed of delivering the narrative ahead of 
adversaries is important, if it can be achieved. While 
adversaries are often faster they can lack credibility due to 
the sheer volume and chaos of their misinformation. The 
Future Force must not lose credibility and balance this risk 
against the requirement for speed.

23

1

2

3

4

5



2.1.5.2  Electronic Devices 

• Electronic ‘devices will increasingly be interconnected to 
one another through the ‘Internet of Things’’ (IoT). This is 
more than just smart phones and will include systems for 
building entry, traffic monitoring, refuse collection, medical 
monitoring, environmental sensors, as well as internet-
connected infrastructure. In a single room there may be 
security sensors, smart thermostats, smart heating/air 
conditioning systems, smart lighting, televisions, tablets/
phones, smart home management devices, automated 
cleaning systems and more. As more smart, connected devices 
are integrated into city infrastructure, the risk of widespread 
disruption increases.

• Collectively, these are facilitating ‘widespread and constant 
data collection to inform both machine processes and human 
decision making’ [10]. Processing vast hordes of data to obtain 
credible, quality information will be difficult for societies, yet 
is critical in ensuring situations are understood and responded 
to appropriately [13].

2.1.5.2 Land Force Implications (Electronic Devices): 
The pervasiveness of electronic devices will dramatically 
increase the vectors for surveillance, interference and 
disruption across society. Some of these will pose 
opportunities for both the Future Force and adversaries. 
IoT has the potential to allow rapid pattern-of-life 
development, tracking and surveillance of threats, rapid 
messaging to large populations, etc. However, the same is 
true for adversaries.

The “Strategic Corporal” effect, whereby actions at the 
lowest tactical level can be elevated to the strategic 
through exposure of negative behaviours (or perceptions 
of such), will only increase in prominence as recordable, 
internet connected devices put the Future Force’s actions 
under constant scrutiny. However, increasing sensor 
technology may allow a greater span of command giving 
commanders more situational awareness and aiding 
decision making. This may reduce the pressure on the 
“Strategic Corporal”.
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2.1.5.3  Regulation and Governance

• The information sphere, and its associated technologies, has 
advanced so rapidly that it is outpacing the development 
of associated rules and regulations [12]. This has resulted in 
ambiguity in governance of the information environment 
[1]. The information sphere is dispersed and decentralised, 
making it porous and inherently fragile to both deliberate 
and accidental shocks. It is impossible to control who can 
access and exploit this sphere, making nodes ‘points of critical 
vulnerability for cyberattacks’ [10]. The difficulty in policing 
this space means ‘a whole-of-society’ approach is necessary to 
ensure security [1]. However, there may be cultural opposition 
to methods in securing the information sphere, mainly 
concerning privacy [10].

2.1.5.3 Land Force Implications (Regulation and 
Governance): Preventing an adversary from messaging 
a target audience will be increasingly difficult, and effort 
to prevent such activities may have negative second/third 
order consequences. The Future Force will be unlikely to 
achieve information dominance. It will also be unlikely to 
match an adversary’s speed or be able to exploit all the 
same methods as our adversaries. However, leveraging 
advantages from the IoT and Big Data, may make Target 
Audience Analysis and influence operations more effective. 
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2.1.5.4  Weaponising Information

• Weaponising information cannot only disrupt critical 
infrastructure, but be used to conduct Information Operations 
[11], giving both state and non-state actors opportunities to 
influence, deter and coerce populations asymmetrically on an 
enormous scale [1]. Warfare in the information environment 
offers an opportunity to potential adversaries who may 
leverage the information dimension when they are unwilling 
or unable to affect forces in the physical realm [10].

2.1.5.4 Land Force Implications (Weaponising 
Information): Western forces ‘are being outmanoeuvred 
in the information environment by agile state and non-
state actors who understand our vulnerabilities and use 
multifarious, asymmetric approaches to exploit them’ [12].

Third-party adversaries will exploit the ambiguity of the 
information space to undermine the Future Force while 
keeping their involvement and motives covert. This will 
exacerbate the “Strategic Corporal” effect resulting in 
greater impact from tactical actions. Mitigating this 
challenge will require a ‘whole force’ approach.
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2.1.5.5  Social Media

• In future, ’digital natives’ will rely on social media for news 
and information [14]. This information is largely non-vetted, 
making measuring public sentiment increasingly difficult [14] 
and leaving individuals more susceptible to misinformation 
and radicalisation via social media [11][12]. These influences can 
polarise communities, erode institutional trust, ignite tensions, 
and can be exploited by criminal groups to exacerbate societal 
division and sentiments of growing inequality [1].

• Increasingly, social media is acting as an informational tool. 
Facilitating rapid public ‘awareness of social and political 
issues coupled with the ability to gather social weight to drive 
resolutions will allow more direct participation of populations’ 
[14]. The openness of information will drive political and 
corporate leaders to be more accountable for their actions’, 
as greater understanding means populations will expect more 
from their governments [14].

2.1.5.5 Land Force Implications (Social Media): Social 
media is critical for ‘defence, security and safety’, as it 
constitutes a critical part of understanding the ‘human-
terrain for operations in the cyber/information domain’, 
especially in ‘countering hybrid and memetic warfare 
operations’ [3]. Social media can support military activities 
through ‘intelligence collection, (geo-) targeting, cyber 
operations … and psychological warfare’, and can spread 
information about the provision of aid [3].
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2.1.6 Cyber Threat 

The cyber (and EMS) domain ‘is becoming more important in conflict 
especially as NATO is increasingly reliant on networks for information 
superiority’ [14]. The number and severity of non-military cyber-
attacks is predicted to increase; the nature of which ‘will become 
more covert and explicitly designed to undermine … decision making’ 
[14]. The absence of a global legislation and policy regarding cyber 
threats has led to ‘disjointed attempts at defending against the rising 
use of this dimension by criminals, non-state and state actors’ [14]. 

The increased availability of technology and information means 
cyberattacks can be facilitated by anyone with the right equipment 
and knowledge [10]. This increase in potential actors not only 
complicates cyber security but also increases the potential for 
damage. Cyber effects will be exploitable (by friendly forces 
and adversaries) at all levels from tactical to strategic, across all 
environments and domains. 

While effective cybersecurity is costly, cyber weapons can be 
relatively cheap, with adversaries needing only to ‘create chaos rather 
than cause real damage to achieve their objectives’ [14].

2.1.6 Land Force Implications (Cyber Threat): As societal 
reliance on virtual capabilities for the delivery of critical 
infrastructure increases, they become more vulnerable 
to cyber-crime [10]. Therefore, the Future Force will need 
‘to engage in the full spectrum of cyberspace’ in order 
to ‘maintain freedom of action and influence’ [13] to 
safeguard ‘economic prosperity and national security’ 
[2]. Conducting cyberattacks against an adversary may 
provide credible deterrence [2], by denying enemy access 
to critical information [12]. However, actors must be 
conscious of preparation, duration of such activities, and 
the secondary impacts of cyber-attacks, given the increase 
in interconnectivity [10].

Cyber effects can be experienced not only at the local 
tactical level, but delivered towards headquarters, rear 
areas, at the strategic base, and at home. These can all 
have a disruptive effect for Land forces, the extent of 
which is impossible to predict.

As more critical infrastructure globally is vulnerable to 
cyber disruption, the Future Force may be responsible for 
providing cyber security at reach as part of stabilisation 
operations, rear area security operations or assisting a 
partnered host-nation.
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Cyberspace is already an active 
battleground and as more people spend 
more time conducting an ever-widening 
range of activities, it could become the 
vital ground of the future
DCDC, Global Strategic Trends
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2.2 Global Economic and Societal Interconnectivity 

Interconnectivity breeds complexity, requiring states to form 
partnerships with a wide range of actors [12]. Although states are likely 
to remain the key actors in future conflicts, irregular actors are likely 
to play an increasing role [1]. Such actors will challenge the authority 
of the state in the battle for power and influence, enabled by new 
communicative technologies and information, giving them the capacity 
to disrupt and weaken governance [12]. As power is drifting eastwards, 
there is a likelihood that we are moving towards a multi-polar world, 
where Western approaches to governance shall face evermore scrutiny 
[2]. These power shifts may put pressure on existing governance systems, 
and cause a decline in UK influence and ability to project soft power 
[1]. This makes it difficult to maintain a competitive military advantage, 
particularly when UK Land forces are used in the sub-threshold Operate 
(Engage and Constrain) phase, prior to conflict erupting [2]. 

As well as greater interconnectivity between international societies 
and economies, domains and environments are becoming increasingly 
connected and inter-reliant [7]. This is further complicated by the 
‘compression of the traditional levels of war where strategic, operational, 
and tactical decision making processes become blurred’ [13].

2.2 Land Force Implications (Global Economic and 
Societal Interconnectivity): As global economies and 
societies become more interconnected there is a risk of 
escalation beyond the local tactical level. Actions in a 
country may impact on nationals or strategic interests of a 
third party nation resulting in political pressure being put 
on the UK government. This could have a shaping effect 
on the Future Force’s operational activities.

As reliance on space technology, airborne ISR, littoral 
platforms, etc. increases for Land Forces, the Future Force 
will have to become increasingly Joint. Similarly, in a more 
globally interconnected world, alliances and partners will 
become increasingly important as global commons (and 
protection of them) are shared.

As UK society becomes more diverse and globally 
linked, there are opportunities for the Future Force to 
leverage this for greater cultural, political and situational 
awareness. Given the predicted increase in speed of 
information and decision making, coupled with the 
increasing complexity of governance, ways to access these 
opportunities should be explored prior to conflict so they 
can be more rapidly utilised.
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3.1 Emerging Technologies 

Technology has always been a key driver of change in the character 
of warfare, and will remain as such [2]. The creation, application and 
employment of each of these new technologies has the potential 
to significantly impact the success of future operations, especially 
when combining the use of multiple new technologies [3]. The rate of 
technological development is increasing rapidly, and the most notable 
advancements predicted to bring major changes in the FOE are: 

3.1.1 Autonomy;
3.1.2 Artificial Intelligence (AI) and Machine Learning (ML);
3.1.3 Big Data Analytics and Cloud Computing;
3.1.4 Sensors;
3.1.5 Hypersonic Technologies;
3.1.6 Materials;
3.1.7 Biotechnology and Human Enhancement; and
3.1.8 Novel Weaponry.

Globalisation, power shifts, commercialisation, and reducing costs of 
military capability development has granted a wide range of actors 

Science and technology are themselves theatres of strategic competition, with new 
competitors challenging the established order
Professor Dame Angela McLean, Chief Scientific Advisor to the MOD
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access to sophisticated technology, previously only attributed to the 
arsenals of state militaries [2]. This proliferation may render current 
military capabilities less effective in future warfare [6]. Consequently, 
obtaining and maintaining a competitive military technological 
advantage shall become increasingly difficult, yet critically important [1].

This next section gives a brief overview of some of the emerging 
technologies predicted to have a significant impact in the FOE. As space 
capabilities have been considered in 2.1.1, they shall not be discussed further 
in this section.

3.1.1  Autonomy 

• ‘The use of autonomous and semi-autonomous systems will be an 
essential element of future operational success’, meaning Robotic 
and Autonomous Systems (RAS) are becoming more present 
in military arsenals, including with non-state actors [3]. RAS 
‘will increasingly be used to perform tasks which are physically 
impossible, dangerous, expensive, or comparatively insufficient 
for humans to carry out’; jobs which are considered too ‘dull/
dirty/dangerous’ for human soldiers, rendering RAS a key 
enabler in the FOE [10]. In undertaking these tasks, autonomous 
systems have the potential to reduce the amount of casualties 
and political risk by limiting the amount of humans exposed 
to danger [10]. This could lead to an associated lowering of the 
threshold for conducting violence if an actor perceives RAS as 
reducing danger to themselves sufficiently.

• RAS may have its greatest advantage in enhancing/augmenting 
humans. This will predominantly be in decision-making and 
target identification/discrimination. This human-machine 

3.1.1 Land Force Implications (Autonomy): If integrated 
properly, automation can increase speed, effectiveness, 
and efficiency of decision-making. Automation may also 
increase force sustainability, and reduce transportation, 
sustainment and logistical burdens, alongside increasing 
operational availability, manoeuvrability and weapons 
system effectiveness [13]. 

‘Swarming large numbers of cheap RAS with human-
machine teaming can improve force projection and 
provide adaptability, rapid upgradability, and the capacity 
to absorb losses that crewed systems cannot’ [3].

The integration of autonomous systems may necessitate 
radical restructuring of the Future Force, changes to 
recruitment/retention, tactics and doctrine, as well as how 
decisions are made by commanders at all levels. 

The reduced cohort of human personnel will become more 
specialised as they operate/team with the autonomous 
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teaming will likely make forces (friendly and adversarial) more 
effective, efficient, and flexible. RAS may also provide a cheap 
and readily available precision strike capability that traditionally 
would have been outside the capability of some state and non-
state actors. 

• It is important to note that the ways in which autonomy, in its 
varying forms, will be integrated into the Future Force will differ 
between actors, both allied and adversary. Given the rapidly 
changing nature of this area, the true implications of autonomy 
cannot be reliably predicted.

platforms. This will also raise the relative value of the 
human element of the Future Force for the adversary. 
Eliminating a number of human operators will have a 
disproportionate effect (tactically and operationally) on an 
autonomy-enabled Future Force than the loss of the same 
number of personnel in the current force.

Autonomous systems will likely reduce the effectiveness of 
the Future Force in more population-focused stabilisation 
operations. RAS may be culturally unacceptable for 
some communities and undermine the legitimacy and 
messaging activities.

We aim for Human-Machine teaming 
to become commonplace by 2025

General Sir Mark Carleton-Smith, CGS
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3.1.2  Artificial Intelligence (AI) and Machine Learning (ML) 

• AI and ML opens the door to an incomprehensible amount 
of useful and disruptive applications in the battlespace [3]. AI 
proliferates through every domain, changing the landscape 
of warfare, and facilitating the ability of distributed, yet 
interconnected, systems to analyse, adapt and respond to 
different circumstances [3].

• AI can process and analyse Big Data, enabling the rapid transition 
of vast amounts of data into accurate and actionable knowledge 
to give a decision-making advantage [3]. This may ‘support a 
more refined and comprehensive understanding of tactical, 
operational and strategic environments and courses of action’ 
[3]. However, these developments may become economically and 
socially disruptive in ways that are impossible to predict [3].

• The employment of AI in situations instead of humans may 
result in social unrest [3]. As AI could be used maliciously, ‘the 
rate of artificial intelligence adoption will be affected by culture, 
governed by policy and affected by commercial developments’ [1].

3.1.2 Land Force Implications (AI and ML): In order 
to exploit AI and ML to their fullest potential and aid 
decision-making on operations, the Future Force must 
have the capability to access and process the requisite 
levels of data in the operating environment. 

If this is achieved then AI and ML will result in better, 
faster decisions by commanders. This will be predicated, 
however, on the legal and ethical permissions to allow 
lethal action decisions to be made based on the output 
from these decision-support systems. 

The employment of AI will be viewed differently by 
different cultures, potentially influencing the conduct 
of operations, especially during stabilisation or counter-
insurgency operations.

A failure to understand artificial intelligence 
capabilities may create vulnerabilities and cede 
advantage to competitors
DCDC, Global Strategic Trends

35

1

2

3

4

5



3.1.3  Big Data Analytics 

• Data, and its integrity, is fundamental in rapid decision making. 
Therefore, data used for decision making and analysis must be 
accurate, useful, and fit for purpose.

• Big Data Analytics uses advanced analytical techniques to 
examine huge amounts of diverse data to swiftly uncover 
complex and hidden trends. As data is flowing constantly, it can 
be difficult to manage and analyse.

• Blockchains hold information which is extremely difficult to 
change, hack or copy. The integrity of data becomes critical 
for military information, especially if data is passing across 
unclassified networks. Blockchain technologies may provide 
effective data assurance, security and governance within data 
networks.

3.1.3 Land Force Implications (Big Data): Big Data 
Analytics has the potential to dramatically alter the way 
intelligence is conducted, therefore, shaping how Land 
Operations (including Info Ops targeting) are planned and 
executed. Having the capability, support and resources 
required to access the required data and the capacity 
to conduct the analytics and exploit it will be crucial to 
leveraging the potential effects. However, there is the 
danger of adversaries exploiting the same techniques 
against UK Forces and interest. Land Forces will have to 
mitigate the operational security implications of Big Data, 
as well as understand other emerging threats from this 
technology/technique.
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3.1.4  Sensors

• In the FOE, ‘everything will be a sensor, and every sensor will 
be networked’ [3]. Advanced sensors enable forces to better 
‘detect, classify, recognise, identify and engage threats’ [3]. These 
sensors support a greater understanding of the FOE, assisting 
with battlespace decision-making, and improving ‘operational 
planning, courses of action analysis and … targeting’ [3]. Better 
sensing technologies enhances the sensor-shooter system, 
ensuring greater precision and effectiveness through ‘real-time 
situational understanding, decision making and execution’ of 
actions [15].

3.1.4 Land Force Implications (Sensors): With the 
prevalence of sensor technology comes increased difficulty 
with force protection, concealment, deception and 
manoeuvre. The Future Force will be challenged to operate 
in an environment in which they are more observable 
across a wide spectrum of detection means. This will make 
developing credible counters very difficult. 

The Future Force can: a) look to develop counters to the 
pervasive sensor technology; b) look to operate in an open 
environment and invest in force protection capabilities, or; 
c) a mix of both approaches.

3.1.5  Hypersonic Weapons 

• In the FOE, hypersonic weapons are likely to be developed and 
deployed with the potential to be strategically disruptive [3]. 
These capabilities would provide increased effectiveness in both 
lethality and response against High Value Targets (HVTs) [3]. ‘High 
speeds allow for a rapid strike against time-critical targets from 
safe stand-off distances, keeping the launch platform well outside 
contested areas’, improving platform survivability [3].

3.1.5 Land Force Implications (Hypersonic Weapons): 
The employment of hypersonic weapons by peer 
adversaries will have an impact on the Future Force. 
Protecting critical nodes will be decisive, yet difficult, due 
to dramatically reduced decision-making windows and 
constantly evolving counter-tactics. This threat will require 
upgrades in force protection, deception, and concealment 
capabilities.
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3.1.6  Materials 

• Incorporating advanced materials into future military capabilities will 
potentially make them lighter, stronger and more power-efficient 
[3]. New materials may reduce equipment burden, increase vehicle 
survivability, improve efficiency through faster electronics and 
enhanced signal detection, and also reduce radar reflections [3].

• ‘Advanced materials, additive manufacturing … could have a 
profound effect on military capability’, as equipment becomes 
cheaper and quicker to produce [2]. However, these materials 
may also allow potential adversaries to produce large numbers of 
cheap weapons [2].

3.1.6 Land Force Implications (Materials): The 
introduction of new/novel materials will alter the way Land 
Forces conduct specific tasks or even whole operations. 
Fully understanding the impact will be impossible. 
However, these materials will allow the Land Forces to 
both “do things better” and “do better things”. Some 
implications are tangible; armour could become lighter 
and/stronger, weapon ranges will likely increase. However, 
the real impact of certain advances will be unpredictable. 
Similarly, adversaries will almost certainly exploit the new/
novel materials for their own advantages and may employ 
them in novel ways.

3.1.7  Biotechnology & Human Enhancement 

• The rapidly evolving fields of biotechnology and human 
enhancement encompass genetic manipulation in developing 
novel pathogens and respective medical countermeasures, neural 
and vision interfaces, socio-technical symbiosis, cognitive and 
physical human enhancement, bio-sensors, and bio-informatics 
[3]. Development in these technologies can improve human 
performance in combat situations, acting as a force multiplier and 
potentially relieving burdens on personnel [1].

• While human enhancements are intrinsically ethically and morally 
concerning, differing ethical and moral perceptions between 
actors will result in differences in approaches towards exploiting 
these technologies.

3.1.7 Land Force Implications (Biotechnology & Human 
Enhancement): Biotech/human enhancement could 
reduce the physical and cognitive demands of operating 
in complex terrain. With less fatigue, cognitive stress and 
decision-making skills these technologies could reduce the 
dangers posed by poor decisions and the negative aspects 
of the “Strategic Corporal” effect.

They could alter the Land Force’s recruitment and 
retention plans. If soldiers are more resilient, this could 
allow those with valuable experience to remain physically 
effective for longer in their careers. This would create a 
more experienced and effective force overall.

These technologies offer advantages to both the UK’s Land 
Forces and adversaries. It is also likely that adversaries will 
seek advantages that the UK will not due to ethical and 
legal constraints.
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3.1.8  Novel Weaponry

• Potential adversaries may develop ‘multiple manifestations of 
precision strike: kinetic weapons, hypersonic weapons, hyper-
kinetic munitions, railguns, directed energy, and cyber’ with multi-
domain application [6]. Potentially adversarial ‘land forces will have 
global reach … more cyber and space tools … [and] long-range 
strike’ capabilities, to affect their enemies at extreme depth [7].

3.1.8 Land Force Implications (Novel Weaponry): The 
introduction of novel weapons on the future battlefield 
has the potential to present significant opportunities, 
challenges and threats. These systems may allow greater 
effect, precision and flexibility while reducing collateral 
damage, but may also necessitate large, costly reforms 
in order to integrate. Some traditional capabilities will 
become redundant while new capabilities, structures and 
personnel will have to be added to support these novel 
systems. 

These systems/techniques will also be employed by 
adversaries, possibly in ways that we may not anticipate. 
This will present significant force protection challenges 
across all domains, necessitating a Whole Force approach.
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3.2  Ethical, Political, and Legal Considerations

The ‘employment of these new technologies will pose severe challenges 
and raise fundamental questions of ethics and legality’ [3]. The use of the 
technologies mentioned above in warfare may face increasing cultural 
opposition, especially in the fields of genetic engineering, pharmacological 
enhancements, and the testing therapeutics and countermeasures for their 
potentially damaging effects on the population [3].

Increasing weapon ranges and distance between the human and the 
delivery of lethal effect may change the character of warfare, ‘as there 
will be less emphasis on emotions, passion and chance’ [1]. Ethical 
questions arise asking what level of autonomous decision-making is 
acceptable for both lethal and non-lethal RAS and AI [9]. With ethical 
consideration, the Future Force becomes ‘constrained by both national 
and international human rights legislation’ [1]. However, potential 
future adversaries may not share the same ‘ethical and legal bounds’ as 
Western forces, meaning they ‘may enable AI functions from beginning 
to end of the kill chain’[3].

3.2 Land Force Implications (Ethical, Political, 
and Legal Considerations): The integration of new 
technologies into the Future Force, regardless of tactical/
operational effectiveness, will only happen at the speed 
of ethical, political and legal permissions. Given the speed 
of technological development and the potentially less 
constrained adoption by adversaries, the Land Force needs 
to drive this debate to ensure timely decisions are made.

The role of the Legal Advisor in an HQ may have to 
change. Traditional oversight may not be suitable (or 
sufficient) to keep up with the increased decision-making 
speed and engagement speeds of an autonomous, AI-
enabled force employing hypersonic weapons. There may 
need to be different Rules of Engagement for personnel 
and autonomous systems. How this is received and applied 
across different operating environments, cultures, Allies/
partners, etc. will be uncertain.
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3.3  The Building and Procurement of New Technologies

The exponential rate at which technology is changing the battlespace 
may put increasing pressure on the current lengthy manufacturing 
and procurement cycles of Western military capability development 
[2]. Computer Aided Design (CAD), 3D and 4D printing technologies 
will enable forces to carry-out rapid equipment reconstruction in 
spatially constrained and dispersed environments [10]. Reductions in 
manufacturing timescales make military equipment cheaper to procure 
and quicker to build [1]. However, increased commercialisation and 
accessibility to these technologies makes it ‘difficult for law enforcement 
to prevent illegal production of weapons and for military targeting of 
manufacturing facilities’ [1].

3.3 Land Force Implications (Building and Procurement 
of New Technologies): Adversaries, especially non-
state, will continue to use more adaptive and reactive 
procurement processes than those available to the Future 
Force. With the speed of technological development, 
quicker and more responsive procurement processes 
will have to be employed to ensure the Future Force can 
exploit the latest technology as soon as possible. 

New manufacturing techniques may allow rapid 
adaptation and integration of new technology. However, 
this flexibility will likely have to be built into the systems 
from the start.
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3.4  Training, Integration and Interoperability

Emerging technologies may enable new methods of conducting training, 
e.g. individual training with the use of virtual reality capabilities [3]. 
These technologies will allow training to be more realistic, challenging, 
and effective. In particular, these offer opportunities to train for more 
complex environments, such as urban. These novel training technologies 
will also allow the integration of capabilities across the combined arms 
and joint domains as part of routine training. 

Interoperability is becoming increasingly important as ‘Special 
Operations Forces, conventional forces, interagency and multinational 
partners will find themselves operating together in ill-defined 
environments that require interoperability, integration, and 
interdependence’ [7]. However, technological disparities between 
partners can prove fundamentally detrimental for integration and 
interoperability, impeding the success of future combined operations 
[3]. Interoperability encompasses not only the need to operate with our 
partners within formal alliances, e.g. NATO, but also to engage across 
the spectrum of operations, making interoperability with local partners 
essential (both state and non-state).

3.4 Land Force Implications (Training, Integration, 
and Interoperability): The adoption of new training 
methods will be critical to prepare the Future Force for 
the increasing complexity of the operating environment, 
especially the physical and human dimensions of urban 
operations. These technologies may allow for easier 
training with partners and Allies.

The Future Force will have to interoperate with partners 
and Allies if they are to be capable of operating across the 
spectrum of conflicts in complex environments. With the 
exploitation of RAS and AI, the Future Force will likely have 
less personnel (of which many will be specialised). Partners 
and Allies will be required to provide mass when necessary 
with the Future Force augmenting this mass with specialist 
capabilities. 

Interoperability, especially with key partners and Allies, 
will have to be an increasingly important factor in 
procurement and force structure decisions. There will be 
important implications for interoperability with a heavily 
automated Future Force (both structurally and culturally). 
Integrating RAS and AI decision making into a partnered 
force may not be possible or welcomed, undermining 
the UK as a military partner for some. However, a more 
capable Future Force will likely still be welcomed by most 
partners and Allies.
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4  Future Ways of Operating

With the level of environmental and technological 
change increasing over the next 10-20 years, it is 
inevitable that this will shape the way the Future Force, 
partners and adversaries will conduct operations. It 
is likely that the UK will still face the same spectrum 
of adversaries and be asked to conduct the same 
types of operations. However, the character of these is 
predicted to change. This section will outline some of 
the dominant influences on the Future Force’s ways of 
operating.

This Army must be able to challenge our 
adversaries operating in the grey zone 
between war and peace. For our aim 
should be to prevent a war as much as 
win one. We need forces to shine a light 
into the shadows

Gen Sir Mark Carleton-Smith, CGS
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4.1 The Variety of Future Adversaries 

The FOE will see a growing range in the scope and size of adversaries; 
from a single individual to multi-national forces [6]. The proliferation of 
technology and information means adversaries, down to the individual 
level, will have better access to ‘conventional and unconventional 
weapons and tactics’ [5], increasing their ability to cause significant 
disruptive effects [13]. 

The range of potential future threats organises future adversaries in the 
following categories:

• Irregular/Asymmetric Forces - Non-state and state-aligned groups, 
most notably; ‘militias/guerrilla forces, paramilitaries, insurgents, 
bandits, mercenaries, vigilantes or terrorist organisations’, along with 
organised crime groups which may span across multiple territories,

• Inferior Conventional Forces – Largely conscripts forces, often 
meaning the force consists of soldiers with poor training and 
low motivation, with a lack of enablers, yet with access to some 
commercial systems,

• Peer/Peer + Conventional Forces – Regular, national armed forces 
with all-roles capabilities spanning across all domains [5].

Although a helpful guide, these categories are a generalisation and the 
current trend is that the distinction between these groups is blurring [13]. 
Adversaries of the future may have capability areas that are superior to 
UK capabilities, even if their overall force composition classifies them as 
irregular, inferior, or peer. Adversaries may be more transient and fluid 
in the future, merging characteristics from each of these classifications 
where the tactical and operational context best suits one approach over 

4.1 Land Force Implications (The Variety of Future 
Adversaries): The Future Force will still face the same 
diversity of adversaries, requiring adaptation to be integral 
to the Force. 

However, the complexity of the challenge that each poses 
will be different. Technological proliferation will give 
non-state actors capabilities previously only associated 
with state militaries, e.g. long range precision strike, cyber 
effects, RAS. The way these emerging technologies are 
employed may also pose tactical/operational shocks with 
adversaries coming up with novel means of employing 
them. This could elevate even inferior adversaries to peer+ 
in certain capabilities, challenging the Future Force in ways 
that are hard to predict. 

With the rising trend for urban operations, global 
interconnectivity will allow adversaries to leverage 
international political and economic levers that previously 
were not available. The Future Force will have to be 
cognisant of these potential levers and aim to mitigate 
them in planning. AI-assisted decision-making may help 
with this.

While the predominant adversary will be non-state, they 
will likely have state sponsorship, exacerbating the tech 
proliferation and strategic complexity challenges. A whole 
force approach will be necessary to mitigate this threat.
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another. Therefore, in one area of operations, UK Land Forces may 
face a more insurgent-style threat, while in another area face a more 
conventionally orientated force.

Globalisation and the rising weight of economics in the world order 
means that, increasingly, ‘multinational corporations, non-governmental 
organisations, [and] international organisations may be more prominent 
and influential’ in the FOE [2]. Although the most dangerous threat in 
the FOE is considered to be Peer/Peer+ adversaries in a warfighting 
scenario, the most likely threats are expected to come from non-state 
actors [5].

4.1.1  Geography, Identity, and the Adversary

Many individuals, including malicious actors, have fluid identities 
which are less geographically bound, partly due to the enablement 
of virtual communication, bringing together those with common 
identities [2]. The divisions between types of actors shall blur, with 
shifting allegiances becoming more commonplace [2]. Growing 
diversity and changing identities, especially in urban areas, means 
distinguishing ‘between combatant and non-combatant may be 
difficult to discern or change minute-to-minute’ [3]. It will become 
increasingly difficult to challenge global actors who target diaspora 
communities with ideologies to fracture societies and incite 
violence [7]. Threats from terrorism ‘may become more severe as 
our adversaries exploit greater connectivity’ [2], highlighting the 
necessity in protecting the homeland against extremist and terrorist 
activities [13].

4.1.1 Land Force Implications (Geography, Identity 
and the Adversary): The increasing complexity of 
demographics and identity (especially in urban operations) 
means that understanding the human terrain of the FOE 
will require new methods. AI/ML and Big Data Analytics 
will be crucial to assist with this. 

The Future Force will have to leverage assets across the 
whole force to mitigate any challenge from globally 
connected adversary groups. Cyber effects may be one 
means of influencing these global actors while mitigating 
any political challenges or collateral damage.

In environments whereby not 
all segments of society have, or 
prioritise a shared identity, it will 
become difficult for governments 
to obtain sovereignty, and act 
with the political support of their 
populations
Dstl, Future Cities
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4.1.2  Chemical, Biological, Radiological and Nuclear 
Developments (CBRN) 

The cost of developing CBRN weapons and devices is decreasing, 
meaning the threat of their employment is likely to rise [2]. Although 
the overall production of nuclear weapons is reducing, the number 
of states holding nuclear arms is likely to rise, as nuclear capabilities 
exhibit prestige, influence, and successful state development [1]. 
Some of these actors may have different perceptions on the justified 
use of these weapons [2].

Chemical and biological weaponry is on the rise with both state 
and non-state actors, becoming an increasing concern for Western 
militaries. ‘Many potent agents are readily available’ globally, and can 
be adapted for use as chemical or biological weaponry [14].

‘Naturally occurring infectious agents could be used to generate 
epidemics among susceptible troops/populations’ [14]. Many 
biological agents ‘can be mass-produced in a short time using very 
basic laboratory techniques’ [14]. Coupled with the difficulties in 
real or near-time detection and the speed at which a bio-weapon 
can be spread due to international interconnectivity makes this a 
particularly difficult challenge.

4.1.2 Land Force Implications (CBRN): The likelihood of 
being subjected to, or responding to a CBRN attack is likely 
to increase. This will almost certainly be the responsibility 
of the Future Land Force.

In order to deter their use, the Future Force must 
demonstrate not only resolve and capacity to retaliate, but 
also credible counter-CBRN capabilities. Such capabilities 
will be desirable for partners and Allies who may not have 
the expertise and equipment to conduct such activities. 
Many of these capabilities will be useful to support 
responses to global Humanitarian Aid/Disaster Relief issues 
such as pandemics; a potentially growing threat due to 
rapid urbanisation and global connectivity. This will require 
efforts to improve interoperability for these capabilities.
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4.2  Ways of Operating

4.2.1  Sub-Threshold Activities 

• Future adversaries are already developing ways to combat 
the preferred Western way of warfighting6 [6]. The West will 
increasingly be challenged in a ‘grey-zone’, where forces are 
confronted in situations short of armed conflict by agile state 
and non-state actors. These actors understand our vulnerabilities 
and attempt to exploit these using multifarious asymmetric 
approaches, pushing boundaries and flouting rule-based norms 
[12]. Adversaries may attempt to manoeuvre for advantage below 
the threshold of armed conflict, in an attempt to avoid the heavy 
costs of conflict (expensive in lives, assets and money).

Together with our key partners and Allies, force posturing may 
become an increasingly important means of deterrence. Linking 
with partner forces may assist in countering perceptions of waning 
Western power and influence in a multipolar world, potentially 
discouraging adversaries further.

4.2.1 Land Force Implications (Sub-Threshold 
Activities): Adversaries will always aim to exploit 
perceived/actual weaknesses, even in the Future Force. 
Sub-threshold activities will put a premium on non-kinetic 
effects (e.g. cyber) as well as interoperability. However, 
the Future Force must be capable of rapidly transitioning 
to kinetic warfighting to provide a credible deterrent. 
The vulnerabilities of RAS and other elements outlined 
previously must be understood as they will be exploited by 
adversaries.

The Future Force will have to integrate seamlessly with 
other branches of government in order to provide a 
credible, whole force approach to countering Sub-
Threshold threats.

6 While not explicitly defining the “manoeuvrist approach”, UK Land Power doctrine 
explains that it is using indirect manoeuvre in conjunction with dominance in 
surveillance and Joint Fires to disrupt and defeat an enemy’s centre of gravity.
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4.2.2  Alliances and Partnerships 

• As adversaries and our interactions with them are changing, 
so too are our alliances and relations with future partners. The 
increased range of new technologies, adversaries and ideals 
means future alliances are likely to become more dynamic [2]. 
Further, ‘the variety and influence of non-traditional security 
actors will make it necessary to think differently about defence 
alliances and partnerships’ [1]. The future is likely to see a shift in 
our relations, interactions and perceptions with all actors in the 
FOE. 

• Increasing globalisation, population and urban growth, 
resource scarcity, as well as an aspiration of forces to obtain any 
technological advantage possible over their potential adversaries, 
breeds an era of constant competition [12]. This competition 
may challenge global power and cohesion, but may also bring 
together partner nations seeking to increase their power 
projection and strength by conjoining with like-minded Allies [3].

4.2.2 Land Force Implications (Alliances and 
Partnerships): As the Future Force will be more reliant 
on allies and partners, the ability to interoperate with 
them will be crucial. Commonality or integration between 
platforms and capabilities will be essential. The Future 
Force may struggle to integrate RAS and other high-tech 
systems into a partnered force, but the Future Force must 
be able to leverage these actors in order to provide the 
required mass for certain operations. 

Similarly, the Future Force may have to leverage 
capabilities employed by Allies in order to counter certain 
threats. The breadth of technologies and capabilities that 
will be developed over the next 15-20 years will mean that 
the Future Force is unlikely to be able to procure and field 
all of them. Leveraging allied capabilities will be vital in 
sustaining constant competition across a spectrum of 
adversaries.

4.2.3  Commercial Technological Development 

• Commercial development of technology may facilitate an 
emergence of both new and old technologies being adapted, 
combined and applied in novel and hybrid ways, outside of 
standard warfighting applications [14]. Such capabilities are 
difficult for forces to counter and ‘are far cheaper than the 
technology and techniques that defeat them’ [7], which ‘do not 
necessarily require technical expertise, rather the creativity to use 
available resources in a new way’ [14].

4.2.3 Land Force Implications (Commercial 
Technological Development): Traditional procurement 
processes will not facilitate the integration of game-
changing commercial technologies into current systems 
with the speed required to maintain competitiveness 
against the spectrum of adversaries. Modularity and 
adaptability will likely be the only means of “future 
proofing” the Future Force and maintaining relevance for 
platforms and capabilities procured over the next 15-20 
years.
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5 Conclusions

This new Army will be about the 
integration of ‘boots and bots’, of 
proxies and pixels, of the conventional 
and unconventional. An Army which 
is fit for the demands of the digital 
age: more lethal, more agile and more 
expeditionary, more of the time

Gen Sir Mark Carleton-Smith, CGS
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5 Conclusions

Understanding the Future Operating Environment is key to 
successfully defeating future threats and success on future 
operations. This paper has highlighted the most prominent 
anticipated threats and trends which the British Armed 
Forces may face in the Future Operating Environment. 
There are myriad hypotheses on how the social, economic, 
environmental, technological and political changes in the 
future may shape and impact the Future Force. Most notably, 
changes within potential FOEs, technologies, adversaries and 
ways of fighting are expected to have the most significant 
impact on the Future Force of 2040 and beyond. By reviewing 
the current thoughts on the future world from the UK Ministry 
of Defence and our international partners, this paper has given 
a brief overview of the most dominant and concerning global 
trends which are predicted to have a significant impact on the 
FOE.

As well as presenting potential future threats and attributes 
of the FOE, this paper has presented ‘Land Force Implications’ 
for each of the presented characteristics. These Land Force 
Implications have analysed and considered the specific impact 
each of the highlighted characteristics may have on the Future 
Force of 2040+. These present insights from Dstl and external 
sources, not to offer solutions, but to identify potential areas of 
future research and focus for decision makers.

It is by anticipating the future of all domains (Land, Sea, 
Air, Cyber and EMS, and Space) that decision makers can 
better prepare for the future. However, it is imperative that 
decisions be made now to prepare the Future Force for 2040 
and beyond. We must understand the changes, the threats, 
the opportunities, and build on this to generate the required 
capabilities and force structures before we experience these 
challenges. This takes time, hence the need for this paper and 
other efforts to understand the Future Operating Environment. 
As such, Annex B offers a number of potential research topics 
designed to explore the themes of this report, augmenting 
recent or ongoing studies, and filling some of the gaps in 
previous research.

In order to face these anticipated threats to future 
environments, technologies and ways of fighting, the Future 
Force must have the agility and adaptability to identify and 
rapidly adjust to new environments and emerging threats to 
ensure survivability and operational success. While long term 
forecasting of environmental and technological changes is 
inherently difficult, efforts like these to identify and monitor 
changes reduces the likelihood of shocks and helps counter 
threats before they escalate.
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Annex A

The ‘5Cs’

The ‘5Cs’ (congested, cluttered, contested, connected and 
constrained) were first introduced by DCDC in ‘Future Character 
of Conflict’ (2010) to support in defining the potential 
characteristics of the future joint battlespace. Whilst the 5Cs 
offer some useful insights in their description of potential 
future characteristics, it is important to recognise that they 
will not all always apply to every environment. Considering the 
ways in which the 5Cs interact can aid understanding of what 
the FOE might look like.

Congested: All environments (land, sea, air and space, cyber 
and the EMS) will become increasingly densely populated by 
civilian, commercial and military activity. The majority of the 
world’s population lives where political and economic activity 
is concentrated in all dimensions. For the military, this may 
limit freedom of manoeuvre in any environment. Congestion is 
fluid, meaning environments can rapidly become decongested 
and re-congested as activity migrates as a result of conflict 
or natural disasters, for example. However, military effects 
will need to be able to mitigate the problems caused by 
congestion.

Cluttered: Clutter makes it difficult to distinguish individuals, 
items or events, particularly in congested environments. Clutter 
challenges precision and discrimination in applying military 
effects, which may consequently reduce their legitimacy, 
especially where unintended consequences cause collateral 

damage. Adversaries may benefit from the heightened 
concealment of clutter, blending into to background and 
exploiting the notion of plausible deniability. 

Contested: Many environments in the FOE are likely to be 
contested, to varying degrees, as a result of competition for 
space and resources. This may lead to confrontation or conflict. 
Military capabilities are likely to be pushed to their extremes in 
an attempt to obtain an advantage over the enemy in difficult 
contested terrain. 

Connected: Globalisation has increased the volume of, activity 
within, and dependence on, nodes of interconnectivity across 
all environments. Greater connectivity between networks 
and nodes means they become inter-reliant, and therefore 
more fragile and vulnerable; an attack on one node can have 
subsequent impacts on wider networks, nodes, and their whole 
corresponding system. 

Constrained: Western legal and societal norms will continue 
to restrain the conduct of military operations, especially with 
regard to new technologies. Potential adversaries may not be 
as constrained, and may operate without restraint and legal 
prosecution.
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Annex B: Recommendations for further study

Building on the information included in the COP2040 document as well as previous iterations of Agile Warrior, the following 
recommendations are made for further study.

Title Summary Next Steps

Block Buster:

Building a force that 
is optimised for urban 
operations

If this environment is to become the most 
common, then it is worth exploring what a force 
designed specifically for this environment might 
look, and operate, like. 

This study could examine:

• What capabilities such a force must have, 
should have and could have?

• What technologies and associated Tactics, 
Techniques and Procedures (TTPs) could be 
added to the force to give it an edge in urban 
operations?

• What type of urban operations might this 
force be optimised for (e.g. raiding, bite-and-
hold, etc.)?

Pre-work (Dependencies)

• Literature review of topic-related work (both Dstl and external);

• Examine current capabilities against pacing threat actors and 
constraints in urban terrain;

• Review previous lethality and survivability studies for urban 
operations;

• Explore the critical capability requirements for urban combat;

• Explore how others have adapted for urban operations.

Exploration Options

• Explore technology concepts beyond 2030;

• Explore technologies employed by specialist units (UK and others);

• Design the urban force of 2040 with Subject Matter Experts (SME) 
input and Military Judgement Panels (MJPs);

• Design the urban force of 2040 with SME input and MJPs;

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries, using a range of 
appropriate methods (both internal to Dstl and external).
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Title Summary Next Steps

A Colder War:

How can the UK’s Land 
Forces best contribute to 
future Arctic competition

The unique challenges of Arctic operations and 
the growing competition between states in these 
regions means that the Future Force must be 
capable of responding in these regions. 

This study could examine:

• What capabilities the Future Force must have, 
should have and could have?

• What technologies and associated TTPs could 
be added to the force to give it an edge in 
Arctic operations?

• What type of operations might this force 
be optimised for (e.g. raiding, presence/
posturing, warfighting, etc.)?

Pre-work (Dependencies)

• Pre-Literature review of topic-related work (both Dstl and external);

• Examine current capabilities against threat actors and constraints 
in Arctic terrain;

• Examine how Arctic regions will change and what UK strategic 
interests will likely be in 2040;

• Explore the critical capability requirements for Arctic operations;

• Explore how others have adapted for Arctic operations.

Exploration Options

• Explore technology concepts beyond 2030.

• Explore technologies employed by specialist units (UK and others).

• Design the Arctic force of 2040 with SME input and MJPs.

• Design the Arctic force of 2040 with SME input and MJPs.

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries. Using a range of 
appropriate methods (both internal to Dstl and external).
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Title Summary Next Steps

Next Generation 
Resilience:

How can the Army conduct 
operations in a contested 
and degraded information 
and space environment?

Peer adversaries have recognised this systemic 
vulnerability in Western forces and begun to 
develop capabilities that disrupt and capitalise on 
the West’s information dominance, through the 
use of electronic warfare capabilities. Proliferation 
of this technology to a broad range of actors is 
extremely likely. 

The Future Force must expect to operate in 
a degraded or denied electromagnetic and 
space environment. In order to operate in this 
environment, Land forces must understand: 

• How to operate with reduced or intermittent 
communications. What effect does this have 
on integrating effects such as fires?

• How to operate without information 
dominance and reduced situational 
awareness. Potentially exploring increased 
unit level capability and devolution of 
decision making.

• Potential capabilities to operate in lieu of 
Global Navigation Satellite Systems (GNSS), 
with reversionary modes of navigating and 
coordination of forces and effects.

• Signature management of electronic 
signatures in response to adversary electronic 
find capabilities, particularly of HQs.

Pre-work (Dependencies)

• Examine the future threats to UK detection (adversary and civilian).

• Examine how other nations are developing detection/deception 
measures.

Exploration Options

• Explore concepts for conducting deception or countering detection 
(technical and physical).

• Explore deception concepts at the tactical, operational and 
strategic level.

• These studies would take the form of a number of MJPs, SME 
investigations, horizon scanning and concept development.

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries. Using a range of 
appropriate methods (both internal to Dstl and external).
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Title Summary Next Steps

Future Deception:

How can the Army conduct 
deception on future 
operations with increased 
visibility and signatures.

As the reliance on technology and 
communications increases, so does the 
prevalence of sensor technology across the 
battlespace; how can the Future Force conduct 
deception?

This study could examine:

• What is the future threat from sensor 
technology (across a range of adversaries)?

• What factors would need to be considered 
for conducting deception in a sensor-rich 
environment?

• How might the Future Force conduct 
deception against a range of adversaries in 
such an operating environment?

Pre-work (Dependencies)

• Examine the future threats to UK detection (adversary and civilian).

• Examine how other nations are developing detection/deception 
measures.

Exploration Options

• Explore concepts for conducting deception or countering detection 
(technical and physical).

• Explore deception concepts at the tactical, operational and 
strategic level.

• These studies would take the form of a number of MJPs, SME 
investigations, horizon scanning and concept development.

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries. Using a range of 
appropriate methods (both internal to Dstl and external.
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Title Summary Next Steps

Alliance Warfare:

What critical areas should 
the UK invest in to 
better support Alliance 
operations?

As platforms, soldiers and supporting systems 
get more expensive, should the British Army look 
to focus resources and effort on those tasks that 
bring a unique benefit to the Alliance?

This links with the Global Strategic Trends’ Future 
Worlds concepts of Multi-Polar Worlds. 

Sub-themes might include:

• How can the UK exploit future technology to 
achieve a greater Alliance contribution?

• What technology areas, that would enhance 
the Alliance, would benefit from UK 
investment?

• What conceptual capabilities could the 
UK invest in to bring a unique edge to the 
Alliance?

Pre-work (Dependencies)

• Examine the current UK contributions to Alliance operations.

• Examine how these compare to other nations.

Exploration Options

• Identify where the UK is duplicating effort made by partners and 
Allies.

• Identify those critical areas where the UK has a significant 
advantage over partners and Allies.

• Identify areas where the UK could divest/invest more effort to 
make a greater contribution to Alliance operations.

• These studies would take the form of a number of MJPs, SME 
investigations, horizon scanning and concept development.

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries. Using a range of 
appropriate methods (both internal to Dstl and external).
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Title Summary Next Steps

A Greener Shade of Grey: 

The Land contribution to 
sub-threshold conflict.

The Land component will have a role to play in 
these operations, whether that be protecting 
infrastructure, training a partnered force, 
deterring overt/covert aggression or defeating an 
adversary with kinetic strikes. While these have 
been looked at in considerable detail over recent 
years, these efforts have been focused on the 
near-term and not in the conceptual timeframe. 
This study would examine how these operations 
might look in the future and what the demand 
would be for Land contributions. 

Sub-themes might include:

• How can the Land component best 
contribute to deterrence?

• How can Land leverage Partners Across 
Government (PAG) for greater effect?

• How can Land forces identify threats and 
defeat them in a sub-threshold context?

• What is the future of Information Operations/
Manoeuvre and what technologies can 
enhance these activities?

Pre-work (Dependencies)

• Examine the future (out to 2040) sub-threshold threats, based on 
our current understanding, leveraging other current activities.

• Examine how these might adapt in the future.

• Produce an endorsed sub-threshold threat picture for next steps 
and future studies.

Exploration Options

• Work with PAG, academia and across Defence to identify those 
areas where the Land component can deliver the greatest effect in 
the sub-threshold.

• Identify where there is a demand signal from PAG and international 
partners, what that demand would likely be and how to achieve it.

• Identify where new technology concepts would assist with 
communicating a deterrence message, defeating/neutralising a 
sub-threshold threat or supporting a partner.

• What might the Specialist Infantry look like in the future (roles/
responsibilities, capabilities, platforms, technological enablers, etc.).

• These studies would take the form of a number of MJPs, SME 
investigations, horizon scanning and concept development.

• Test the concepts (and variations) across a range of tactical 
vignettes, environments and adversaries. Using a range of 
appropriate methods (both internal to Dstl and external).
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Title Summary Next Steps

Future Workforce:

What does the future of 
Army personnel look like?

A number of factors may strongly influence the 
future Army workforce by the 2040 timeframe, 
including:

• Changing societal demographics.

• Changing societal perceptions and use of 
technology.

• Increased automation in the Future Force, 
driving alternative skills requirements.

• Enhancement (biological or augmentation) of 
the soldier.

Sub-themes might include:

• What are the strategic implications for 
the military’s future workforce as more 
technology gets integrated into the force?

• What are the likely impacts of neuroevolution 
on military recruitment and how can it be 
leveraged?

• How might the Army leverage the best from 
society to achieve the effects that need to be 
achieved?

• Could the Army exploit genetic/neurological 
screening to select personnel for their 
optimal role?

• What physical and cognitive enhancement 
techniques could the Army leverage and what 
impact would they have?

Pre-work (Dependencies)

• Review recent work examining recruitment and personnel within 
Dstl and Defence.

Exploration Options

• Work with academia and SMEs to explore neuroevolution and how 
it will impact on military recruitment.

• Work with academia and SMEs to explore the potential benefits of 
physical and cognitive personnel enhancement. Identify how these 
could be exploited and what the ethical and legal implications 
could be.

• These studies would take the form of a number of MJPs, SME 
investigations, horizon scanning and concept development.
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